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NIWC Pacific SOW Addendum

I.  NIWCPACIFIC WORK WEEK

(@) All or a portion of the effort under this contract will be performed on a Government installation.
The normal work week for Government employees at NIWC Pacific is Monday through Thursday
7:15 AM to 4:45 PM and Friday 7:15 AM to 3:45 PM with every other Friday a non-work day.
Work at this Government installation, shall be performed by the contractor within the normal work
hours at NIWC Pacific unless differing hours are specified on an individual delivery/task order. The
contractor is not required to maintain the same hours as Government employees; however,
contractor employees performing work at NIWC Pacific must work during the normal workweek.
The following is a list of holidays observed by the Government.

Name of Holiday Time of Observance

New Year’s Day 1 January

Martin Luther King Jr. Day Third Monday in January
Presidents Day Third Monday in February
Memorial Day Last Monday in May
Juneteenth National Independence Day 19 June

Independence Day 4 July

Labor Day First Monday in September
Columbus Day Second Monday in October
Veteran's Day 11 November
Thanksgiving Day Fourth Thursday in November
Christmas Day 25 December

(b) If any of the above holidays occur on a Saturday or a Sunday, then such holiday shall be
observed by the contractor in accordance with the practice as observed by the assigned Government
employees at the using activity.

(c) If the contractor is prevented from performance as the result of an Executive Order or an
administrative leave determination applying to the using activity, such time may be charged to the
contract as direct cost provided such charges are consistent with the contractor’s accounting
practices.

(d) This contract does not allow for payment of overtime during the normal workweek for
employees who are not exempted from the Fair Labor Standards Act unless expressly authorized by
the Ordering Officer. Under Federal regulations, the payment of overtime is required only when an
employee works more than 40 hours during a week. Therefore, during the NIWC Pacific off-Friday
(36-hour) week overtime will not be paid for non-exempt employees. During the work-Friday week
(44 hour) the contractor is to schedule work so as not to incur overtime charges during the normal
work week unless authorized in writing by the Government to do so. An example of this would be
for contractor personnel to work during the hours of 7:15 AM to 4:45 PM Monday through
Thursday and 7:15 AM to 3:45 PM Friday during the work-Friday week. The contractor may also
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elect to configure the workforce in such a way that no single employee exceeds 40 hours during a
normal week even though normal NIWC Pacific hours are maintained both weeks.

(e) NOTICE: All contractor employees who make repeated deliveries to military installations
shall obtain the required employee pass via the Defense Biometric Identification System
(DBIDS) in order to gain access to the facility. Information about DBIDS may be found at the
following website: https://www.cnic.navy.mil/om/dbids.html.

Contractor employees must be able to obtain a DBIDS in accordance with base security
requirements. Each employee shall wear the Government issued DBIDS badge over the front of
the outer clothing. When an employee leaves the contractor's employ, the employee's DBIDS
badge shall be returned to the Contracting Officer's Representative or the base Badge and Pass
Office within five (5) calendar days.

Contractors who do not have a DBIDS or Common Access Card (CAC) must be issued a one-
day pass daily at the Badge and Pass Office. Issuance of a CAC requires the need for physical
access to the installation and logical access to government owned computer systems.

(F) Periodically, the Government may conduct Anti-Terrorism Force Protection (AT/FP) and/or
safety security exercises, which may require the contractor to adjust its work schedule and/or
place of performance to accommodate execution of the exercise. The contractor will be required
to work with its Government point of contact to adjust work schedules and/or place of
performance in the case of an exercise that causes disruption of normally scheduled work hours
or disruption of access to a government facility. The contract does not allow for payment of work
if schedules cannot be adjusted and/or the work cannot be executed remotely (i.e., the
contractor's facility or alternate non-impacted location), during an exercise when government
facilities are inaccessible.

Il.  LIABILITY INSURANCE--COST TYPE CONTRACTS

(a) The following types of insurance are required in accordance with FAR 52.228-7 “Insurance--
Liability to Third Persons” and shall be maintained in the minimum amounts shown:

(1) Workers’ compensation and employers’ liability: minimum of $100,000
(2) Comprehensive general liability: $500,000 per occurrence
(3) Automobile liability: $200,000 per person

$500,000 per occurrence

$ 20,000 per occurrence for property damage

(b) When requested by the contracting officer, the contractor shall furnish to the Contracting
Officer a certificate or written statement of insurance. The written statement of insurance must
contain the following information: policy number, policyholder, carrier, amount of coverage,
dates of effectiveness (i.e., performance period), and contract number. The contract number
shall be cited on the certificate of insurance.
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I11.  KEY PERSONNEL

() The offeror agrees to assign to this contract those key personnel listed in paragraph (d) below.
No substitutions shall be made except in accordance with this text.

(b) The offeror agrees that during the first 90 days of the contract performance period no
personnel substitutions will be permitted unless such substitutions are necessitated by an
individual's sudden illness, death or termination of employment. In any of these events, the
contractor shall promptly notify the Contracting Officer and provide the information required by
paragraph (c) below. After the initial 90 day period, all proposed substitutions must be submitted
in writing, at least fifteen (15) days (thirty (30) days if a security clearance is to be obtained) in
advance of the proposed substitutions to the contracting officer. These substitution requests shall
provide the information required by paragraph (c) below.

(c) All requests for approval of substitutions under this contract must be in writing and provide a
detailed explanation of the circumstances necessitating the proposed substitutions. They must
contain a complete resume for the proposed substitute or addition, and any other information
requested by the Contracting Officer or needed by him to approve or disapprove the proposed
substitutions. All substitutions proposed during the duration of this contract must have
qualifications of the person being replaced. The Contracting Officer or authorized representative
will evaluate such requests and promptly notify the contractor of approval or disapproval thereof
in writing.

(d) List of Key Personnel

NAME TITLE CONTRACT LABOR CATEGORY
I I

(e) If the Contracting Officer determines that suitable and timely replacement of key personnel
who have been reassigned, terminated or have otherwise become unavailable for the contract
work is not reasonably forthcoming or that the resultant reduction of productive effort would be
so substantial as to impair the successful completion of the contract or the service order, the
contract may be terminated by the Contracting Officer for default or for the convenience of the
Government, as appropriate. In addition, if the contractor is found at fault for the condition, the
Contracting Officer may elect to equitably decrease the contract price or fixed fee to compensate
the Government for any resultant delay, loss or damage.

(F) If the offeror wishes to add personnel to be used in a labor category, it shall employ the
procedures outlined in paragraph (c) above. Adding personnel will only be permitted in the event
of an indefinite quantity contract, where the Government has issued a delivery order for labor
hours that would exceed a normal forty hour week if performed only by the number of
employees originally proposed.
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IV. CONTRACTOR IDENTIFICATION

(a) Contractor employees must be clearly identifiable while on Government property by wearing
appropriate badges.

(b) Contractor personnel and their subcontractors must identify themselves as contractors or
subcontractors during meetings, telephone conversations, in electronic messages, or
correspondence related to this contract.

(c) Contractor-occupied facilities (on Department of the Navy or other Government installations)
such as offices, separate rooms, or cubicles must be clearly identified with contractor supplied
signs, name plates or other identification, showing that these are work areas for contractor or
subcontractor personnel.

V. REIMBURSEMENT OF TRAVEL COSTS

(a) Contractor Request and Government Approval of Travel

Any travel under this contract must be specifically requested in writing, by the contractor prior to
incurring any travel costs. If this contract is an indefinite-delivery contract, then the written
Government authorization will be by task/delivery orders issued by the Ordering Officer or by a
modification to an issued task/delivery order. If this contract is an indefinite-delivery contract,
then the written Government authorization will be by written notice of approval from the
Contracting Officer’s Representative (COR). The request shall, at a minimum, include:

(1) Contract number

(2) Date, time, and place of proposed travel

(3) Purpose of travel and how it relates to the contract

(4) Contractor’s estimated cost of travel

(5) Name(s) of individual(s) traveling and;

(6) A breakdown of estimated travel and per diem charges.

(b) General

(1) The costs for travel, subsistence, and lodging shall be reimbursed to the contractor
only to the extent that it is necessary and authorized for performance of the work under this
contract. The costs for travel, subsistence, and lodging shall be reimbursed to the contractor in
accordance with the Federal Acquisition Regulation (FAR) 31.205-46, which is incorporated by
reference into this contract. As specified in FAR 31.205-46(a) (2), reimbursement for the costs
incurred for lodging, meals and incidental expenses (as defined in the travel regulations cited
subparagraphs (b)(1)(i) through (b)(2)(iii) below) shall be considered to be reasonable and
allowable only to the extent that they do not exceed on a daily basis the maximum per diem rates
in effect at the time of travel as set forth in the following:

(i) Federal Travel Regulation prescribed by the General Services Administration
for travel in the contiguous 48 United States;
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(i) Joint Travel Regulation, Volume 2, DoD Civilian Personnel, Appendix A,
prescribed by the Department of Defense for travel in Alaska, Hawaii, The Commonwealth of
Puerto Rico, and the territories and possessions of the United States; or

(iii) Standardized Regulations, (Government Civilians, Foreign Areas), Section
925, “Maximum Travel Per Diem Allowances in Foreign Areas” prescribed by the Department
of State, for travel in areas not covered in the travel regulations cited in subparagraphs (b)(1)(i)
and (b)(1)(ii) above.

(2) Personnel in travel status from and to the contractor’s place of business and
designated work site or vice versa, shall be considered to be performing work under the contract,
and contractor shall bill such travel time at the straight (regular) time rate; however, such billing
shall not exceed eight hours per person for any one person while in travel status during one
calendar day.

(c) Per Diem

(1) The contractor shall not be paid per diem for contractor personnel who reside in the
metropolitan area in which the tasks are being performed. Per diem shall not be paid on services
performed at contractor’s home facility and at any facility required by the contract, or at any
location within a radius of 50 miles from the contractor’s home facility and any facility required
by this contract.

(2) Costs for subsistence and lodging shall be paid to the contractor only to the extent that
overnight stay is necessary and authorized in writing by the Government for performance of the
work under this contract per paragraph (a). When authorized, per diem shall be paid by the
contractor to its employees at a rate not to exceed the rate specified in the travel regulations cited
in FAR 31.205-46(a)(2) and authorized in writing by the Government. The authorized per diem
rate shall be the same as the prevailing locality per diem rate.

(3) Reimbursement to the contractor for per diem shall be limited to payments to
employees not to exceed the authorized per diem and as authorized in writing by the Government
per paragraph (a). Fractional parts of a day shall be payable on a prorated basis for purposes of
billing for per diem charges attributed to subsistence on days of travel. The departure day from
the Permanent Duty Station (PDS) and return day to the PDS shall be 75% of the applicable per
diem rate. The contractor shall retain supporting documentation for per diem paid to employees
as evidence of actual payments.

(d) Transportation
(1) The contractor shall be paid on the basis of actual amounts paid to the extent that such

transportation is necessary for the performance of work under the contract and is authorized in
writing by the Government per paragraph (a).
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(2) The contractor agrees, in the performance of necessary travel, to use the lowest cost
mode commensurate with the requirements of the mission and in accordance with good traffic
management principles. When it is necessary to use air or rail travel, the contractor agrees to use
coach, tourist class or similar accommodations to the extent consistent with the successful and
economical accomplishment of the mission for which the travel is being performed.
Documentation must be provided to substantiate non-availability of coach or tourist if business
or first class is proposed to accomplish travel requirements.

(3) When transportation by privately owned conveyance (POC) is authorized, the
contractor shall be paid on a mileage basis not to exceed the applicable Government
transportation rate specified in the travel regulations cited in FAR 31.205-46(a)(2) and is
authorized in writing by the Government per paragraph (a).

(4) When transportation by privately owned (motor) vehicle (POV) is authorized,
required travel of contractor personnel, that is not commuting travel, may be paid to the extent
that it exceeds the normal commuting mileage of such employee. When an employee’s POV is
used for travel between an employee’s residence or the Permanent Duty Station and one or more
alternate work sites within the local area, the employee shall be paid mileage for the distance that
exceeds the employee’s commuting distance.

(5) When transportation by a rental automobile, other special conveyance or public
conveyance is authorized, the contractor shall be paid the rental and/or hiring charge and
operating expenses incurred on official business (if not included in the rental or hiring charge).
When the operating expenses are included in the rental or hiring charge, there should be a record
of those expenses available to submit with the receipt. Examples of such operating expenses
include hiring charge (bus, streetcar or subway fares), gasoline and oil, parking, and tunnel tolls.

(6) Definitions:

(1) “Permanent Duty Station” (PDS) is the location of the employee’s permanent
work assignment (i.e., the building or other place where the employee regularly reports
for work.

(ii) “Privately Owned Conveyance” (POC) is any transportation mode used for
the movement of persons from place to place, other than a Government conveyance or
common carrier, including a conveyance loaned for a charge to, or rented at personal
expense by, an employee for transportation while on travel when such rental conveyance
has not been authorized/approved as a Special Conveyance.

(ii1) “Privately Owned (Motor) Vehicle (POV)” is any motor vehicle (including
an automobile, light truck, van or pickup truck) owned by, or on a long-term lease (12 or
more months) to, an employee or that employee’s dependent for the primary purpose of
providing personal transportation, that:

(@) is self-propelled and licensed to travel on the public highways;
(b) is designed to carry passengers or goods; and
(c) has four or more wheels or is a motorcycle or moped.
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(iv) “Special Conveyance” is commercially rented or hired vehicles other than a
POC and other than those owned or under contract to an agency.

(v) “Public Conveyance” is local public transportation (e.g., bus, streetcar,
subway, etc.) or taxicab.

(iv) “Residence” is the fixed or permanent domicile of a person that can be
reasonably justified as a bona fide residence.

EXAMPLE 1: Employee’s one way commuting distance to regular place of work is 7 miles.
Employee drives from residence to an alternate work site, a distance of 18 miles. Upon
completion of work, employee returns to residence, a distance of 18 miles.

In this case, the employee is entitled to be reimbursed for the distance that exceeds the
normal round trip commuting distance (14 miles). The employee is reimbursed for 22 miles (18
+ 18 - 14 = 22).

EXAMPLE 2: Employee’s one way commuting distance to regular place of work is 15 miles.
Employee drives from residence to an alternate work site, a distance of 5 miles. Upon
completion of work, employee returns to residence, a distance of 5 miles.

In this case, the employee is not entitled to be reimbursed for the travel performed (10
miles), since the distance traveled is less than the commuting distance (30 miles) to the regular
place of work.

EXAMPLE 3: Employee’s one way commuting distance to regular place of work is 15 miles.
Employee drives to regular place of work. Employee is required to travel to an alternate work
site, a distance of 30 miles. Upon completion of work, employee returns to residence, a distance
of 15 miles.

In this case, the employee is entitled to be reimbursed for the distance that exceeds the
normal round trip commuting distance (30 miles). The employee is reimbursed for 30 miles (15
+ 30 + 15 - 30 = 30).

EXAMPLE 4: Employee’s one way commuting distance to regular place of work is 12 miles. In
the morning, the employee drives to an alternate work site (45 miles). In the afternoon, the
employee returns to the regular place of work (67 miles). After completion of work, employee
returns to residence, a distance of 12 miles.

In this case, the employee is entitled to be reimbursed for the distance that exceeds the
normal round trip commuting distance (24 miles). The employee is reimbursed for 100 miles (45
+ 67 + 12 - 24 = 100).

EXAMPLE 5: Employee’s one way commuting distance to regular place of work is 35 miles.
Employee drives to the regular place of work (35 miles). Later, the employee drives to alternate
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work site #1 (50 miles) and then to alternate work site #2 (25 miles). Employee then drives to
residence (10 miles).

In this case, the employee is entitled to be reimbursed for the distance that exceeds the
normal commuting distance (70 miles). The employee is reimbursed for 50 miles (35 + 50 + 25
+ 10 - 70 = 50).

EXAMPLE 6: Employee’s one way commuting distance to regular place of work is 20 miles.
Employee drives to the regular place of work (20 miles). Later, the employee drives to alternate
work site #1 (10 miles) and then to alternate work site #2 (5 miles). Employee then drives to
residence (2 miles).

In this case, the employee is not entitled to be reimbursed for the travel performed (37
miles), since the distance traveled is less than the commuting distance (40 miles) to the regular
place of work.

V1. DESIGNATION OF CONTRACTING OFFICER’S REPRESENTATIVE

The Contracting Officer hereby appoints the following individual as Contracting Officer’s
Representative (COR) for this contract/order:

Name: [N

Code: 53224

Phone Number:

E-mail: |

VIl. TECHNICAL DIRECTION

(a) Technical Direction may be provided to the contractor from time to time by the Contracting
Officer or Contracting Officer’s Representative, if authorized, during the term (term is defined as
the period of performance for the basic contract and any options that may be exercised) of this
contract. Technical Direction will provide specific information relating to the tasks contained in
the Statement of Work and will be provided to the contractor in writing. Any Technical Direction
issued hereunder will be subject to the terms and conditions of the contract. The contract shall
take precedence if there is any conflict with any Technical Direction issued hereunder, and
cannot be modified by any Technical Direction.

(b) As stated, Technical Direction shall be issued in writing and shall include, but not be limited
to:

(1) date of issuance of Technical Direction;

(2) applicable contract number;

(3) technical direction identification number;

(4) description of Technical Direction;

(5) estimated cost;

(6) estimated level of effort by labor category; and
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(7) signature of the PCO or COR.

(c) If the contractor does not agree with the estimated cost specified on the technical direction, or
considers the technical direction to be outside the scope of the contract, it shall notify the PCO or
COR immediately and, in the case of the estimated cost, arrive at a general agreement to the cost
of the task. In the case of the direction requiring work that is out of the scope of the contract, the
contractor shall not proceed with the effort unless and until the PCO executes a contract
modification to include the change in scope.

VIIl. CONTRACTOR PERFORMANCE UNDER TASK ORDERS (TIME AND
MATERIAL/LABOR-HOUR)

The contractor shall perform the services as set forth in the contract. Notwithstanding the
identification of particular labor categories and the associated staff-hours for each labor category,
the contractor may increase or decrease the staff-hours for designated labor categories as deemed
necessary in order to perform the contract satisfactorily. No category of labor other than those
appearing in the task order schedule shall be provided unless the contract is modified to cover
such labor category. In no event, however, shall the contractor exceed the total funds in the
contract, unless such amount is subsequently increased by modification.

IX. CYBERSECURITY

Cybersecurity (which replaced the term Information Assurance (1A)) is defined as prevention of
damage to, protection of, and restoration of computers, electronic communications systems,
electronic communications services, wire communication, and electronic communication,
including information contained therein, to ensure its availability, integrity, authentication,
confidentiality, and nonrepudiation. Contractor personnel shall perform tasks to ensure Navy
applications, systems, and networks satisfy Federal/DoD/DON/Navy cybersecurity requirements.

Cyber IT and Cybersecurity Personnel

(a) The Cyberspace workforce elements addressed include contractors performing functions in
designated Cyber IT positions and Cybersecurity positions. In accordance with DFARS Subpart
239.71, DoDD 8140.01, SECNAVINST 5239.20A, and SECNAV M-5239.2, contractor
personnel performing cybersecurity functions shall meet all cybersecurity training, certification,
and tracking requirements as cited in DoD 8570.01-M prior to accessing DoD information
systems. Proposed contractor Cyber IT and cybersecurity personnel shall be appropriately
qualified prior to the start of the contract performance period or before assignment to the contract
during the course of the performance period.

(b) The contractor shall be responsible for identifying, tracking and reporting cybersecurity
personnel, also known as Cybersecurity Workforce (CSWF) and Cyber IT workforce personnel.
Although the minimum frequency of reporting is monthly, the task order can require additional
updates at any time.
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(c) Contractors that access Navy IT shall also follow guidelines and provisions documented in
Navy Telecommunications Directive (NTD 10-11) and are required to complete a System
Authorization Access Request (SAAR) — Navy form as documented in para 8.2.2.4(b).

When a contractor requires logical access to a government IT system or resource (directly or
indirectly), the required CAC will have a Public Key Infrastructure (PKI). A hardware solution
and software (e.g., ActiveGold) is required to securely read the card via a personal computer.
Pursuant to DoDM 1000.13-M-V1, CAC PKI certificates will be associated with an official
government issued e-mail address (e.g., .mil, .gov, .edu). Prior to receipt of a CAC with PKI,
contractor personnel shall complete the mandatory Cybersecurity Awareness training and submit
a signed System Authorization Access Request Navy (SAAR-N) form to the contract’s specified
COR. Note: In order for personnel to maintain a CAC with PKI, each contractor employee shall
complete annual cybersecurity training. The following guidance for training and form submittal
is provided; however, contractors shall seek latest guidance from their appointed company
Security Officer and the NIWC Pacific Information Assurance Management (IAM) office:

1. For annual DoD Cybersecurity/IA Awareness training, contractors shall use this site:
https://twms.nmci.navy.mil/. For those contractors requiring initial training and do
not have a CAC, contact the NIWC Pacific IAM office. Training can be taken at the
IAM office or online at http://iase.disa.mil/index2.html.

2. For SAAR-N form, the contractor shall use OPNAYV 5239/14 (Rev 9/2011).
Contractors can obtain a form from the NIWC Pacific IAM office or from the
website: https://navalforms.documentservices.dla.mil/.

(d) Contractor personnel with privileged access will be required to acknowledge special
responsibilities with a Privileged Access Agreement (PAA) IAW SECNAVINST 5239.20A.

Design, Integration, Configuration or Installation of Hardware and Software

The contractor shall ensure any equipment/system installed or integrated into Navy platform will
meet the cybersecurity requirements as specified under DoDI 8500.01. The contractor shall
ensure that any design change, integration change, configuration change, or installation of
hardware and software is in accordance with established DoD/DON/Navy cyber directives and
does not violate the terms and conditions of the accreditation/authorization issued by the
appropriate Accreditation/Authorization official. Contractors that access Navy IT are also
required to follow the provisions contained in DON CIO Memorandum:

Acceptable Use of Department of the Navy Information Technology (IT) dated 12 Feb 16. Use
of blacklisted software is specifically prohibited and only software that is registered in DON
Application and Database Management System (DADMS) and is Functional Area Manager
(FAM) approved can be used as documented in para 5.2.2. Procurement and installation of
software governed by DON Enterprise License Agreements (ELAS) — Microsoft, Oracle, Cisco,
Axway, Symantec, Activldentity, VMware, Red Hat, NetApp, and EMC shall be in accordance
with DON CIO Policy and DON ELAs awarded.

Cybersecurity Workforce (CSWF) Report

10
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DoD 8570.01-M and DFARS PGI 239.7102-3 have promulgated that contractor personnel shall
have documented current cybersecurity certification status within their contract. The contractor
shall develop, maintain, and submit a CSWF Report as applicable at the task order level. IAW
DFARS clause 252.239-7001, if cybersecurity support is provided, the contractor shall provide a
Cybersecurity Workforce (CSWF) list that identifies those individuals who are 1A trained and
certified. Utilizing the format provided at the task order level, the prime contractor shall be
responsible for collecting, integrating, and reporting all subcontractor personnel. See applicable
DD Form 1423 for additional reporting details and distribution instructions. Contractor shall
verify with the COR or other government representative the proper labor category cybersecurity
designation and certification requirements.

Information Technology (IT) Services Requirements

This paragraph only applies to IT contracts. Information Technology (IT) is defined as any
equipment or interconnected system(s) or subsystem(s) of equipment that is used in the
automatic acquisition, storage, analysis, evaluation, manipulation, management, movement,
control, display, switching, interchange, transmission, or reception of data of information by the
agency. IT includes computers, ancillary equipment, peripherals, input, output, and storage
devices necessary for security and surveillance. Electronic and Information technology (EIT) is
IT that is used in the creation, conversion, or duplication of data or information. EIT includes:
telecommunication products, such as telephones; information kiosks; transaction machines;
World Wide Web sites; multimedia (including videotapes); and office equipment, such as
copiers and fax machines.

Information Technology (IT) General Requirements
When applicable, the contractor shall be responsible for the following:

* Ensure that no production systems are operational on any RDT&E network.

* Follow DoDI 8510.01 of 12 Mar 2014 when deploying, integrating, and implementing IT
capabilities.

* Migrate all Navy Ashore production systems to the NMCI environment where available.

» Work with government personnel to ensure compliance with all current Navy IT &
cybersecurity policies, including those pertaining to Cyber Asset Reduction and Security
(CARS).

* Follow SECNAVINST 5239.3B of 17 June 2009 & DoDI 8510.01 of 12 Mar 2014 prior to
integration and implementation of IT solutions or systems.

* Register any contractor-owned or contractor-maintained 1T systems utilized on contract in the
Department of Defense IT Portfolio Registry (DITPR)-DON.

* Only perform work specified within the limitations of the task order.

Acquisition of Commercial Software Products, hardware, and Related Services

This paragraph only applies to the purchasing/hosting of commercial software. Contractors
recommending or purchasing commercial software products, hardware, and related services

11
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supporting Navy programs and projects shall ensure they recommend or procure items from
approved sources in accordance with the latest DoN and DoD policies.

DON Enterprise Licensing Agreement/DOD Enterprise Software Initiative Program

Pursuant to DoN Memorandum — Mandatory use of DoN Enterprise Licensing Agreement (ELA)
dated 22 Feb 12, contractors that are authorized to use Government supply sources per FAR
51.101 shall verify if the product is attainable through DoN ELAs and if so, procure that item in
accordance with appropriate ELA procedures. If an item is not attainable through the DoN ELA
program, contractors shall then utilize DoD Enterprise Software Initiative (ESI) program (see
DFARS 208.74) and government-wide SmartBuy program (see DoD memao dated 22 Dec 05).
The contractor shall ensure any items purchased outside these programs have the required
approved waivers as applicable to the program. Software requirements will be specified at the
task order level.

DON Application and Database Management System

The contractor shall ensure that no Functional Area Manager (FAM) disapproved applications
are integrated, installed or operational on Navy networks. The contractor shall ensure that all
databases that use database management systems (DBMS) designed, implemented, and/or hosted
on servers and/or mainframes supporting Navy applications and systems be registered in DoN
Application and Database Management System (DADMS) and are FAM approved. All
integrated, installed, or operational applications hosted on Navy networks must also be registered
in DADMS and approved by the FAM. No operational systems or applications will be integrated,
installed, or operational on the RDT&E network.

Section 508 Compliance

This paragraph only applies to IT contracts. The contractor shall ensure that all software
recommended, procured, and/or developed is compliant with Section 508 of the Rehabilitation
Act of 1973, 26 CFR Part 1194 and pursuant to SPAWARINST 5721.1B of 17 Nov 2009. In
accordance with FAR 39.204, this requirement does not apply to contractor acquired software
that is incidental to the task, software procured/developed to support a program or system
designated as a National Security System (NSS) or if the product is located in spaces frequented
only by service personnel for maintenance, repair or occasional monitoring of equipment.

Software Development/Modernization and Hosting

This paragraph only applies to software development and modernization. The contractor shall
ensure all programs utilizing this contract for software development/ modernization
(DEV/MOD), including the development of IT tools to automate NIWC Pacific business
processes are compliant with DON Information Management/Information Technology (DON
IM/IT) Investment Review Process Guidance requirements. Contractors shall neither host nor
develop IT tools to automate NIWC Pacific business processes unless specifically tasked within
the task order or contract. The contractor shall ensure IT tools developed to automate NIWC
Pacific business processes will be delivered with full documentation and source code, as

12
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specified at the task order level, to allow non-proprietary operation and maintenance by any
source. The contractor shall ensure all programs are submitted with proof of completed
DEV/MOD certification approval from the appropriate authority in accordance with DON policy
prior to task order award. *Note must be listed on Investment Review Board (IRB) approved list.

Information Security

Pursuant to DoDM 5200.01 and DoD 5200.48, the contractor shall provide adequate security for
all CUI and unclassified DoD information passing through non-DoD information systems,
including all subcontractor information systems utilized on contract. If the contractor originates,
adds, or changes any of the DoD information, it must be marked in accordance with DODI
5200.48 and handled properly. The contractor shall disseminate CUI and unclassified DoD
information within the scope of assigned duties and with a clear expectation that confidentiality
is preserved. Examples of such information include the following: non-public information
provided to the contractor, information developed during the course of the contract, and
privileged contract information (e.g., program schedules, contract-related tracking).

IT Position Designations

Pursuant to DoDI 8500.01, DoD 8570.01-M, SECNAVINST 5510.30, SECNAV M-5239.2, and
applicable to unclassified DoD information systems, a designator is assigned to certain
individuals that indicates the level of Special-Sensitive (SS)/Critical-Sensitive (CS) or
Noncritical Sensitive (NCS), access required to execute the responsibilities of the position based
on the potential for an individual assigned to the position to adversely impact DoD missions or
functions. Per SECNAVINST 5510.30C, page 7, Section 8.b of enclosure (4), the Information
Systems Security Manager is responsible for establishing, implementing and maintaining the
DoN information system and information assurance program and is responsible to the
Commanding Officer for developing, maintaining, and directing the implementation of the
Information Assurance (1A) program within the command. The three basic position sensitivity
levels/Position Designations:

Special-Sensitive (SS)/T5 or T5R; equivalent (SSBI, etc.) (IT Level 1) - Potential for inestimable
impact and/or damage.

Critical-Sensitive (CS)/T5 or T5R; equivalent (SSBI, etc.) (IT Level I) - Potential for grave to
exceptionally grave impact and/or damage.

Noncritical Sensitive (NCS)/T3 or T3R; equivalent (ANAC/ANACI) (IT Level 11) - Potential for
some to serious impact and/or damage.

X. SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER
INCIDENT REPORTING

1. System Security Plan and Plans of Action and Milestones (SSP/POAM) Reviews
a) Within thirty (30) days of contract award, the Contractor shall make its System Security
Plan(s) (SSP(s)) for its covered contractor information system(s) available for review by
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the Government at the contractor’s facility. The SSP(s) shall implement the security
requirements in Defense Federal Acquisition Regulation Supplement (DFARS) clause
252.204-7012, which is included in this contract. The Contractor shall fully cooperate in
the Government’s review of the SSPs at the Contractor’s facility.

If the Government determines that the SSP(s) does not adequately implement the
requirements of DFARS clause 252.204-7012 then the Government shall notify the
Contractor of each identified deficiency. The Contractor shall correct any identified
deficiencies within thirty (30) days of notification by the Government. The contracting
officer may provide for a correction period longer than thirty (30) days and, in such a
case, may require the Contractor to submit a plan of action and milestones (POAM) for
the correction of the identified deficiencies. The Contractor shall immediately notify the
contracting officer of any failure or anticipated failure to meet a milestone in such a
POAM.

Upon the conclusion of the correction period, the Government may conduct a follow-on
review of the SSP(s) at the Contractor’s facilities. The Government may continue to
conduct follow-on reviews until the Government determines that the Contractor has
corrected all identified deficiencies in the SSP(s).

The Government may, in its sole discretion, conduct subsequent reviews at the
Contractor’s site to verify the information in the SSP(s). The Government will conduct
such reviews at least every three (3) years (measured from the date of contract award)
and may conduct such reviews at any time upon thirty (30) days’ notice to the Contractor.

Compliance to NIST 800-171

a)

b)

The Contractor shall fully implement the CUI Security Requirements (Requirements) and
associated Relevant Security Controls (Controls) in NIST Special Publication 800-171
(Rev. 1) (NIST SP 800-171), or establish a SSP(s) and POA&Ms that varies from NIST
800-171 only in accordance with DFARS clause 252.204-7012(b)(2), for all covered
contractor information systems affecting this contract.

Notwithstanding the allowance for such variation, the contractor shall identify in any SSP

and POA&M their plans to implement the following, at a minimum:

(1) Implement Control 3.5.3 (Multi-factor authentication). This means that multi-factor
authentication is required for all users, privileged and unprivileged accounts that log
into a network. In other words, any system that is not standalone should be required
to utilize acceptable multi-factor authentication. For legacy systems and systems that
cannot support this requirement, such as CNC equipment, etc., a combination of
physical and logical protections acceptable to the Government may be substituted;

(2) Implement Control 3.1.5 (least privilege) and associated Controls, and identify
practices that the contractor implements to restrict the unnecessary sharing with, or
flow of, covered defense information to its subcontractors, suppliers, or vendors
based on need-to-know principles;

(3) Implement Control 3.1.12 (monitoring and control remote access sessions) - Require
monitoring and controlling of remote access sessions and include mechanisms to
audit the sessions and methods.

(4) Audit user privileges on at least an annual basis;

(5) Implement:
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i. Control 3.13.11 (FIPS 140-2 validated cryptology or implementation of NSA or
NIST approved algorithms (i.e. FIPS 140-2 Annex A: AES or Triple DES) or
compensating controls as documented in a SSP and POAM); and,

ii. NIST Cryptographic Algorithm Validation Program (CAVP) (see
https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program);

(6) Implement Control 3.13.16 (Protect the confidentiality of CUI at rest) or provide a

POAM for implementation which shall be evaluated by the Navy for risk acceptance.

(7) Implement Control 3.1.19 (encrypt CUI on mobile devices) or provide a plan of
action for implementation which can be evaluated by the Government Program

Manager for risk to the program.

3. Cyber Incident Response:

a)

b)

The Contractor shall, within fifteen (15) days of discovering the cyber incident (inclusive
of the 72-hour reporting period), deliver all data used in performance of the contract that
the Contractor determines is impacted by the incident and begin assessment of potential
warfighter/program impact.

Incident data shall be delivered in accordance with the Department of Defense Cyber
Crimes Center (DC3) Instructions for Submitting Media available at
http://www.acq.osd.mil/dpap/dars/pgi/docs/Instructions_for_Submitting_Media.docx. In
delivery of the incident data, the Contractor shall, to the extent practical, remove
contractor-owned information from Government covered defense information.

If the Contractor subsequently identifies any such data not previously delivered to DC3,
then the Contractor shall immediately notify the contracting officer in writing and shall
deliver the incident data within ten (10) days of identification. In such a case, the
Contractor may request a delivery date later than ten (10) days after identification. The
contracting officer will approve or disapprove the request after coordination with DC3.

Naval Criminal Investigative Service (NCIS) Outreach

The Contractor shall engage with NCIS industry outreach efforts and consider
recommendations for hardening of covered contractor information systems affecting DON
programs and technologies.

NCIS/Industry Monitoring

a)

b)

In the event of a cyber incident or at any time the Government has indication of a
vulnerability or potential vulnerability, the Contractor shall cooperate with the Naval
Criminal Investigative Service (NCIS), which may include cooperation related to: threat
indicators; pre-determined incident information derived from the Contractor's
infrastructure systems; and the continuous provision of all Contractor, subcontractor or
vendor logs that show network activity, including any additional logs the contractor,
subcontractor or vendor agrees to initiate as a result of the cyber incident or notice of
actual or potential vulnerability.

If the Government determines that the collection of all logs does not adequately protect
its interests, the Contractor and NCIS will work together to implement additional
measures, which may include allowing the installation of an appropriate network device
that is owned and maintained by NCIS, on the Contractor's information systems or
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information technology assets. The specific details (e.g., type of device, type of data
gathered, monitoring period) regarding the installation of an NCIS network device shall
be the subject of a separate agreement negotiated between NCIS and the Contractor. In
the alternative, the Contractor may install network sensor capabilities or a network
monitoring service, either of which must be reviewed for acceptability by NCIS. Use of
this alternative approach shall also be the subject of a separate agreement negotiated
between NCIS and the Contractor.

c) Inall cases, the collection or provision of data and any activities associated with this
statement of work shall be in accordance with federal, state, and non-US law.

XI. INTELLIGENCE OVERSIGHT

In compliance with DoDD 5148.13 paragraph 4.1.e and SECNAVINST 3820.3F, for any
contractor personnel conducting Intelligence or Intelligence-related activities or supporting those
efforts under Department of Defense authorities shall report any Questionable Intelligence
Activity (QIA), Significant, or Highly Sensitive Matter (S/HSM) to the Naval Information
Warfare Systems Command Intelligence Oversight Program Manager or Senior Intelligence
Officer.

Questionable Intelligence Activity (QIA): Any Intelligence or Intelligence-related activity
when there is reason to believe such activity may be unlawful or contrary to an Executive Order,
Presidential Directive, Intelligence Community Directive, or applicable DoD policy governing
that activity.

Significant or Highly Sensitive Matter (S/HSM): An Intelligence or Intelligence-related
activity (regardless of whether the Intelligence or Intelligence-related activity is unlawful or
contrary to an Executive Order, Presidential Directive, Intelligence Community Directive, or
DoD policy), or serious criminal activity by Intelligence personnel, that could impugn the
reputation or integrity of the Intelligence Community, or otherwise call into question the
propriety of Intelligence activities. Such matters might involve actual or potential:

e Congressional inquiries or investigations

e Adverse media coverage

e Impact on foreign relations or foreign partners

e Systemic compromise, loss, or unauthorized disclosure of protected information.

XIl.  CONTRACTOR COMPLIANCE WITH FOREIGN ENTRY REQUIREMENTS

Contractor personnel performing contracts outside of the United States must comply with the
entry requirements of the respective geographic combatant command (GCC) and all applicable
host nation procedures. These entry/clearance requirements are stipulated on a country-by-
country basis in the Electronic Foreign Clearance Guide (EFCG), located at
https://www.fcg.pentagon.mil. Compliance with the EFCG is required for all contractor
personnel traveling outside of the United States in support of this contract. Contractor personnel
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are responsible for ensuring they obtain access to the EFCG by requesting a username and
password at https://www.fcg.pentagon.mil, and that all foreign entry requirements are met.

XIll. CONTRACTOR NOTIFICATION — AWARENESS OF EXPECTATIONS

Contractor personnel must adhere to all current DoD, SECNAV, OPNAYV, and NIWC Pacific
instructions related to foreign travel.

Contractor personnel are reminded of their obligation to safeguard the vital relationship our
Nation has with Foreign Countries. This includes personal conduct while performing under the
contract and on one’s personal time because, at all times, you are viewed by our partners as a
representative of the United States, our Navy, and NAVWAR. Therefore, professional,
courteous, and culturally aware conduct is necessary at all times. Inappropriate conduct, and
especially intoxication and criminal behaviors, will not be tolerated. An all too common nexus
for personnel misconduct while on travel is irresponsible consumption of alcohol. Intoxication
increases your vulnerability to crime, injury, arrest, terrorism and espionage.

While traveling on official business, representing and performing in support of NAVWAR’s
mission, all personnel, including military, civilian and contractors, are expected to act in a
professional and responsible manner. In order to promote effective relationships with business
partners and allied nations, it is incumbent on contractor personnel to follow local laws and
employ courteous and culturally aware behavior. Inappropriate conduct may jeopardize
important relationships for the United States Navy, NAVWAR, NIWC Pacific and NIWC
Atlantic, and will not be tolerated.

In all cases, contractors are reminded of their responsibilities under FAR Subpart 3.10,
Contractor Code of Business Ethics and Conduct, and specifically FAR 3.1002, which requires
contractors to conduct themselves with the highest degree of integrity and honesty.

Additionally, in accordance with FAR 3.1003(a)(2), contractors may be suspended and/or
debarred for failing to timely disclose to the Government, in connection with the award,
performance, or closeout of this contract or any subcontract thereunder, credible evidence that a
principal, employee, agent, or subcontractor of the contractor has committed—

- A violation of Federal criminal law involving fraud, conflict of interest, bribery, or

gratuity violations found in Title 18 of the United States Code; or
- A violation of the civil False Claims Act (31 U.S.C. 3729-3733).
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